This is from Jep Norwood's website. Thanks, Jep. I have taken the liberty of modifying the format a bit
and adjusting the picture size so there will be fewer pages to print if you choose to do so (reduced to 12
from 22). Also inserted page numbers and changed the character print color o black fo save on color ink.
So, add some protection fo your computer and install SpyBot now.

Pat Miller

How to use SpyBot Search and Destroy on Windows

SpyBot Search & Destroy (SS&D) is one of the best, free anti-malware software. In this article, we
are going to show you how to install SS&D, and how to update, perform the immunization, and
the scanning process. In case that you're using an older version, you can download SS&D from
here. (if the link doesn’t work, go to Jep’s website for the link). Supposing that you already have
or downloaded the latest application, it's now time to start the installation process. To do so,
navigate to where you downloaded the program and open it, choose "Run":

Open File - Security Warning

Do you want to run this file?

Mame: spybotsd162.exe
Publisher: Safer Metworking Ltd.

Type: Application
From: C:\Documents and Settings'Joe'Desktop

v Aways ask befors opening this fils

potentialy ham your computer. Onfy run software from publishers

@ While files from the Intemet can be useful, this file type can
you trust. What's the risk?

You will notice a small window that will ask you to select a language. The default language is
"English."” If you need another supported language, scroll down in the language window and
select the one you need:

Select Setup Language |

Select the language to use during the installation:

ErE N -

oK | Cancel |
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You will now see a welcome window that will tell you a few details about the version of SS&D that
you're installing. To continue, click on "Next" (or hit "Cancel” to quit the installation process):

J8 Setup - Spybot - Search & Destroy =10/ x|

Welcome to the Spybot - Search &
Destroy Setup Wizard

This will install Spybot - Search & Destroy 1.6.2 on your
computer.

It is recommended that you clase all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

MNead = Cancel |

Next is "Terms of Agreement.” Make sure to read the entire terms and if you agree with them,
check the "I accept the agreement" and click on "Next”:

E] Setup - Spybot - Search & Destroy

License Agreement
Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Dedication Public License (DPL) ﬂ

By downloading the archive, you confirm your agreement in this license.

|. Freeware
First of all, the reasons why Spybot-5&0 is free:

|.a. Dedication
Spybot-S&0 is dedicated to the most wonderful gid on earth ) j

{* | accept the agreement
{~ | do not accept the agreement

< Back Mead > Cancel
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Now you will be asked to choose the installation folder for this software. The default installation
location is in "C:\Program Files\SpyBot - Search & Destroy" - if you need another location folder,
you can click on "Browse" and choose another location for the installation. Again, click "Next":

i

Select Destination Location
Where should Spybot - Search & Destroy be installed?

__,J Setup will install Spybot - Search & Destroy into the following folder.

To continue, click Nest. f vou would like to select a different folder, click Browse.

MProgram Files \Spybot - Search & Destro Browse. .. |

At least 35.0 MBE of free disk space is required.

< Back Next = Cancel |

It's now time to choose from some components available to install. If you don't know what
components to choose, you can leave it as it is. To continue with the installation select "Next":

=101 x|
Select Components

W

Which componerts should be installed?

Select the compaonents you want to install; clear the components you do not wart to
install. Click Mext when you are ready to cortinue.

Full installation -
[ Main files 28.0 MB
[ |zone for starting blind user mode 01 MB
Addttional languages 0.5 MB
Skins to change appearance 0.1 MB
Download updates immediatehy 20MB
Separate Secure Shredder application 20 MB
[ Exwlorerfile scan plugin {in file context menu)
Cumrent selection requires at least 46.5 MB of disk space.
< Back Mext = Cancel
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Now it's going to ask us where to place the shortcuts for this program. If you want to place the
shortcuts in a different folder, choose that location from "Browse." If you want a shortcut in your

Start Menu do not check the “Don’t create a Start Menu folder” box; if you do, check it. Click on
“Next”:

18 Setup - Spybot - Search & Destroy

Select Start Menu Folder
Where should Setup place the program’s shortcuts?

. Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Mext. § you would like to select a differert folder, click Browse.

|Sp}'b|:|t - Search & Destroy Browse. .. |

[~ Dont create a Start Menu folder

< Back Mext = Cancel |

Click on "Next" and choose from any additional tasks, like any additional icons, and click on
"Next":

=10

Select Additional Tasks
Which additional tasks should be peformed?

Select the additional tasks you would like Setup to perform while installing Spybot -
Search & Destroy, then click Nesd.

Additional icons:

V¥ Create deskiop icons

[ Create a Quick Launch icon

Pemanent protection:

¥ Use Intemet Explorer protection (SDHelper)
V¥ Use system settings protection (TeaTimer)

< Back Mext = Cancel

Page 4

Printed with FinePrint - purchase at www.fineprint.com



Now, SS&D is ready to be installed. If you need to make any changes you can hit "Back,"
otherwise click on "Next" and the installation will start:

Setup - Spybot - Search & Destroy

Ready to Install
Setup is now ready to begin installing Spybot - Search & Destroy on your computer.

Click Install to continue with the installation, or click Back f you want to review or
change any settings.

Destination location:
C:"Program Files"\Spybot - Search & Destroy

|»

Setup type:
Full installation

Selected components:
Main files
Additional languages
Sking to change appearance
Download updates immediatehy
Separate Secure Shredder application

< Back I Install I Cancel |

As the installation has been started, you can now notice that additional needed files are being
downloaded during the installation:

Download
Setup is now downloading additional files to your computer.

File: spyboted_indudes.exe (1 of 1)

Speed: TOKBf=

Status: Receiving...

Elapsed Time: 0:00:39

Remaining Time: 0:00:17

Current File: 2,737 KB of 3,954 KB (59%:)
Cwerall Progress: 2,737 KB of 3,954 KB (89%:)

|

Cancel
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Installation has been completed, if you can see a similar window with the one from the picture
below, click on "Finish":

=101

Completing the Spybot - Search &
Destroy Setup Wizard

Setup has finished instaling Spybot - Search & Destroy on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

¥ Fun SpybotSDexs
¥ Run TeaTimer.exe

Now, when the program starts for the first time, it is going to ask you to go through a couple of
steps that will help the program to configure itself. You can choose to follow these steps as they
are required by the program but | am going to skip them for now and click each time on "Next." At
the end | am going to do them manually. In the first window, the program is asking me for registry
backup (you can do the registry backup now or skip as | am) and | am choosing "Next”:

Fie Mode Language Help

_|O] x|
= Spybot-540 Spybot-S&D Wizard
ol can hiow oreake a complete backup of wour regigt. This iz not

neceszary, but may prove az ugeful. Should spyware destroy some of
your original zettings, Spybat-SED may be able ta restare them from this ystem for spuware and
earch & Destroy.

lems that have
ahlzrnz, and you want

Create regizty backup

ed o update the

Step 3 of 7
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I am going to skip the update process now, but will update it manually later (again you can
choose to update it right now).

IE Spybot - Search & Destroy

File Mode Language Help
= Spybot-S40

Befare you stark wour first szan, for your own safety, it iz strongly
suggested that you look for updated files, and download therm! Just click
the buttan below ta go ta the updates page. and et the program search if

=101

. wstem for spyware and
new updates exist. earch & Destroy,

lerns that have
oblemsz, and pou want

Search for updates

ed to update the

Step 5 of ¥

Another window, asking to "Immunize" the system is next; again | am going to click on "Next"
and | am going with immunization later:

,_,-'ESpvbot - Search & Destroy - |EI|5|

File Mode Language Help

=l Spybob-54D0 Spybot-5&D Wizard
- Mow that you are up-to-date, it iz recommended that you apply some

basic Immunization. Just click the button below bo dothis, If vou do not
want ta irr!mu_nize at thiz poitit, pow can da this ang later time by clicking ystem for spyware and
on | mmunize in the program toolbar at the left, sarch & Destiop.

lems that have
oblems, and you want

Immunize this zpgtem

Ed to update the

Immunize

<«

Update

Step 6 of 7
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If you chose “Next” each time like I've done, you will see a confirmation window telling you that
"All settings have been done." Click on "Start using the program" and you will see the program
interface for the first time:

'E Spybot - Search & Destroy

File Mode Language Help

=]

Al initial zettings have been done. For more infarmation, it is
recommended you read the help file. After that, pou can start uzing

yztem for spyware and
earch & Destroy.

lems that have
oblems, and you want

Fiead tutarial |

Ed to update the
Read help file |

Start using the program

Update

Donations

Step 7 of 7

You should see "SpyBot - Search and Destroy" program interface for the first time like in the
picture below:

li Spybot - Search & Destroy =10l =]

File Mode Language Help

= Spybat-5ED - Spybot - Search & Destroy 1.6.2

|z thiz button bo start zcanning vour system for spyware and
* LCheck for problems all other threats detected by Spybot - Search & Destroy.

o~ |Jge thiz buttor if you notice some problems that hawve
\8> Recovery occured during a recent removal of problems, and you want

to undo zome changes.

detections at least once a week!

Thiz iz wery impartant: it iz recammended to update the
w Search for Updates
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Now, if you skipped the steps that I've skipped by choosing "Next" each time, it's now time to do
them manually. The first thing that | am going to do is update SS&D. To do so, make sure to click
on "Search for Updates™ and select a server that is closest to your location for faster download
speeds and then click on "Continue." You can see how a window should look when you select
"Search for Updates™ like in the picture below:

Fie tode Language I__.&Sp\rbnt—S&D Upsdalsh

firrar : = e for spyware and
B9 sntisppware-D ownloadserver. com [G emany] rch & Destray.

(@ BN FileForum [Global)

™ Computerwoerterbuch, de (Germany] 2 that hawve

[ | Ewvertje Metworks [Europe) ems, and you want

3 FastSpeedT est.com [USA)

™ Ficewarstuchiv [Germary] o update the
]

= Spybot-5&0 Flease select a download place to download the updates from.
Updates may work faster if you choose a place near your current
location.

Immunize B3 Grail It US4)
M F.uzgharn.org [Canadal

i‘ B ffwd.org (US4

. ™ 1 atzwelt de [Germany]
Updatz = NoctumalSynergy. com [154)
. _ 5= prosoftoo.net [USA)

w = Safer-Metwarking #2 [Europe]
ﬁ S afer-Mabanrkinn 23 0F iranel

@ LContinue

Donations

You will next see what components are available for download. If you have a slow Internet
connection like dial-up or ISDN, | would recommend you to update (download) only the
immunization databases. Otherwise, | recommend you download all the updates available. If you
selected the updates, you can click on "Download"” and the program will start the update process.
When the update is complete (in a couple of seconds or minutes depending on your Internet
connection speed) the program will notify you to re-apply the immunization for your computer.
This is why | chose to skip those steps earlier.

/= Spybot-5&D Updater

Flease select the updates to download here,

Update | Info | Sizel Datel
Important Files

a @ Immunization da... R46KE 20081105
O @ English desc y Please re-apply immunization after this update, 1KE 20080310
O @ F/F Fixes It is recommended that you do a full scan after this update. 2KB 200812410

|Immunization databaze downloaded,

e Back to miror ligt 'y Cownload @Qancel k@ E it
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As | said, it's now time to "Immunize” your computer. To do so, click on "Immunize" located on
the main program interface near "Update.” The immunization process will be completed in a
couple of seconds:

& Spybot - Search & Destroy I ] P
File Mode Language Help

= Spybot-SED

+ Immunize i Checl. again qgndo @/J Help

Q Apply passive protection

Immunization allows you tao take preventive Unprotected: 105793
meazures against spiware by using Pratected: 0
methods inside your broveserz), Totsh 126373

Praofile | Unpratected | Praotected | Tatal | -
Firefox

WJDE [default] [Cookies) 193 0 193

‘iJue [default] [Images] 10290 I} 10290

‘iJue [default] [Inztallationz] 10290 I} 10290

‘iJoe [default] [Popups) 10230 1] 10230

Internet Explorer [32 bit)

We have installed the program, updated it, immunized it and now it's time to scan the computer
for problems. To do so, go back to the main program interface by clicking on the "Search &
Destroy" icon and select it. You should see the window like in this picture:

= Spybot - Search & Destroy =10l
File Mode Language Help

= Spybot-5&D

"i_;'-' Frint @/] Help

[ ]
= LCheck, for problems

This iz the main scan page of Spybat-5&D. Here you scan your system [ 'Check for
problens” button] and fix any problems found ['Fix zelected problems" button]. Hint: if
wou haven't done o yet, we recommend you read the tutonial [gee Help menu] to
learn how to deal with the scan results.

Imrmunize Hide thiz information

$ Froblem Kind
&

Update
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As you probably noticed, to scan your computer for any infections, all you need to do is to click
on "Check for problems" and the program is going to scan your computer for known infections.
Please be patient as it's going to take a couple of minutes:

_,.liSpvbot - Search & Destroy =10O] x|
File Mode Language Help

= Spybot-56D .- Search & Destroy

Thiz iz the main szan page of Spybot-580. Here pou zzan vour system [“'Check for
problems" button] and fix any problems found [Fix zelected problems" button). Hink: i
you haven't done zo pet, we recommend you read the tutonal [zee Help menu) o
learn how to deal with the scan resulks.

Hide thizs information

Frohlerm K i E:]
Hint Of The Day Hide now |
Caution! Froducts fram Trend Micro ar MoAfee might be Hide permanently |

reqarded as malware!

According to the the antispyware coalition'z definition, programs, such az kModfee and Trend Micro
might be conzidered Spyware anddor PUPS . which it defines az: "Technologies [ ] implemented in
ways that impair user control over [...] Material changes that affect their [...] system security;"

Runnina bot-check [7307/389863: T anaoDialer] |

After the scanning process finishes you will see all infections found in the same window. To
remove the detected infections, click on "Fix selected problems" and it will remove them:

1=

File Mode Language Help
= Spybaot-S&D

? | ‘fou are sbout to remove these entries, Do you want to Em [I,I,EhECk
= continue? o A
& tutarial
Yes Mo
Immunize
Problem Kind
1 entries
- CasaleMedia Browser
Update
2 entries
& [#] DoubleClick Browser
L 1 entries
Jonations
Denatians &[] Right Media Browser
1 entries
@- [¥] Statcounter Browser

|5 prablems found [11:15]
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And that's it. If you selected "Fix selected problems,” the program is going to remove the
infections and will show you the confirmation message inside a small window:

-iBix

File Mode Language Help

= Spybot-5&0

=} \
p;heck for problems %li Fix zelected problems »iﬁ FErrint @/I Help
x

ur system ['Check

? J 5 problems fixed. =d problems"
read the tutonal
Immunize -
Problem Kind
’ 1 entries
[ “ CasaleMedia Browszer
Update
2 entries
-E & “ DoubleChck Browser
29
| i 1 entries
lonations
el e [ “ Right Media Browser
1 entries
- “ Statcounter Browszer

|5 prablems faund [11:15] |

You have learned how to use SS&D and you know how to install it, update it, immunize your
computer and how to perform a system scan.

DON'T FORGET TO UPDATE SS&D at least once a week (the SS&D team says that “new updates
are released on Wednesday's") and regularly scan your system for infections. Remember that
this program cannot offer the same protection compared to a good anti-virus but it can make a
difference and it can help you to detect and remove infections that most anti-viruses cannot
detect. This is one of the best anti-spyware software that | have ever used and it's constantly

being improved.
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